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The information provided herein is for general information and educational purposes only. It is not intended and should not be construed to constitute legal advice.
The information contained herein may not be applicable to all situations and may not reflect the most current situation. Nothing contained herein should be relied
on or acted upon without the benefit of legal advice based on the particular facts and circumstances presented and nothing herein should be construed otherwise.
Trend Micro reserves the right to modify the contents of this document at any time without prior notice.

Translations of any material into other languages are intended solely as a convenience. Translation accuracy is not guaranteed nor implied. If any questions arise
related to the accuracy of a translation, please refer to the original language official version of the document. Any discrepancies or differences created in the
translation are not binding and have no legal effect for compliance or enforcement purposes.

Although Trend Micro uses reasonable efforts to include accurate and up-to-date information herein, Trend Micro makes no warranties or representations of any
kind as to its accuracy, currency, or completeness. You agree that access to and use of and reliance on this document and the content thereof is at your own risk.
Trend Micro disclaims all warranties of any kind, express or implied. Neither Trend Micro nor any party involved in creating, producing, or delivering this document
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Android and iOS Vulnerabilities
Disclosed by Trend Micro in 2016

CVE Numbers/ Affected Vendor
Issue ID Platforms Disclosure Time
CVE-2016-7651 i0S 12-Dec-16
CVE-2016-6757 Android 1-Dec-16
CVE-2016-6704 Android 1-Dec-16
CVE-2016-6748 Android 1-Nov-16
CVE-2016-6749 Android 1-Nov-16
CVE-2016-6750 Android 1-Nov-16
CVE-2016-6753 Android 1-Nov-16
CVE-2016-6704 Android 1-Nov-16
CVE-2016-4659 i0S 4-Nov-16
CVE-2016-4606 i0S 4-Nov-16
CVE-2016-6693 Android for MSM 3-Oct-16
CVE-2016-6694 Android for MSM 3-Oct-16
CVE-2016-6695 Android for MSM 3-Oct-16
CVE-2016-3920 Android 1-Oct-16
CVE-2016-6685 Android 1-Oct-16
CVE-2016-6683 Android 1-Oct-16
CVE-2016-6680 Android 1-Oct-16
CVE-2016-6679 Android 1-Oct-16
CVE-2016-3903 Android 1-Oct-16
CVE-2016-3924 Android 1-Oct-16
CVE-2016-3915 Android 1-Oct-16



https://source.android.com/security/bulletin/2016-11-01.html
https://source.android.com/security/bulletin/2016-12-01.html
https://source.android.com/security/bulletin/2016-12-01.html
https://source.android.com/security/bulletin/2016-11-01.html
https://source.android.com/security/bulletin/2016-11-01.html
https://source.android.com/security/bulletin/2016-11-01.html
https://source.android.com/security/bulletin/2016-11-01.html
https://source.android.com/security/bulletin/2016-11-01.html
https://www.codeaurora.org/multiple-issues-qdsp6v2-driver-cve-2016-6693-cve-2016-6694-cve-2016-6695-cve-2016-6696
https://www.codeaurora.org/multiple-issues-qdsp6v2-driver-cve-2016-6693-cve-2016-6694-cve-2016-6695-cve-2016-6696
https://www.codeaurora.org/multiple-issues-qdsp6v2-driver-cve-2016-6693-cve-2016-6694-cve-2016-6695-cve-2016-6696
https://source.android.com/security/bulletin/2016-10-01.html
https://source.android.com/security/bulletin/2016-10-01.html
https://source.android.com/security/bulletin/2016-10-01.html
https://source.android.com/security/bulletin/2016-10-01.html
https://source.android.com/security/bulletin/2016-10-01.html
https://source.android.com/security/bulletin/2016-10-01.html
https://source.android.com/security/bulletin/2016-10-01.html
https://source.android.com/security/bulletin/2016-10-01.html
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CVE Numbers/ Affected Vendor
Issue ID Platforms Disclosure Time

CVE-2016-3916 Android 1-Oct-16
CVE-2016-3910 Android 1-Oct-16
CVE-2016-3894 Android 1-Sep-16
CVE-2016-3892 Android 1-Sep-16
CVE-2016-3843 Android 1-Aug-16
CVE-2016-4653 i0OS/MacOS 18-Jul-16
CVE-2016-4627 i0OS/MacOS 18-Jul-16
CVE-2016-4628 i0S/MacOS 18-Jul-16
CVE-2016-2068 Android for MSM 16-Jun-16
CVE-2016-2066 Android for MSM 6-Jun-16
CVE-2016-2065 Android for MSM 6-Jun-16
CVE-2016-2064 Android for MSM 6-Jun-16
CVE-2016-0843 Android 2-Apr-16
CVE-2016-0819 Android 1-Mar-16
CVE-2016-0803 Android 1-Feb-16
CVE-2016-1721 i0OS/MacOS 14-Jan-16



https://source.android.com/security/bulletin/2016-10-01.html
https://source.android.com/security/bulletin/2016-10-01.html
https://source.android.com/security/bulletin/2016-09-01.html
https://source.android.com/security/bulletin/2016-09-01.html
https://source.android.com/security/bulletin/2016-08-01.html
https://support.apple.com/en-us/HT206902
https://support.apple.com/en-us/HT206902
https://support.apple.com/en-us/HT206902
https://www.codeaurora.org/multiple-vulnerabilities-msm-qdsp6-audio-driver-allow-kernel-memory-corruption-cve-2016-2068-0
https://www.codeaurora.org/multiple-vulnerabilities-msm-qdsp6-audio-driver-allow-kernel-memory-corruption-cve-2016-2064-cve
https://www.codeaurora.org/multiple-vulnerabilities-msm-qdsp6-audio-driver-allow-kernel-memory-corruption-cve-2016-2064-cve
https://www.codeaurora.org/multiple-vulnerabilities-msm-qdsp6-audio-driver-allow-kernel-memory-corruption-cve-2016-2064-cve
https://source.android.com/security/bulletin/2016-04-02.html
https://source.android.com/security/bulletin/2016-03-01.html
https://source.android.com/security/bulletin/2016-02-01.html
https://support.apple.com/en-us/HT205729
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Top Android Malware* (Global)

Malware Malware
Family Category
ANDROIDOS_TRIADA Exploit
ANDROIDOS_MASKSYS Exploit
ANDROIDOS_SLOCKER Ransomware
ANDROIDOS_XINYIN Exploit
ANDROIDOS_ANDUP Bot
ANDROIDOS_ROOTNIK Exploit
ANDROIDOS_DAEMON Downloader
ANDROIDOS_SVPENG Banking Trojan
ANDROIDOS_LOKI Exploit
ANDROIDOS_SMSTHIEF Information Stealer

Top Android Malware* (United States)

Malware Malware
Family Category
ANDROIDOS_SMSREG AUTOSMS
ANDROIDOS_SDROPER Downloader
ANDROIDOS_HIDDENLEAK Information Stealer
ANDROIDOS_SEXPLAYER Information Stealer
ANDROIDOS_PDUSMS Information Stealer
ANDROIDOS_ZTORG Bot
ANDROIDOS_FICTUS Downloader
ANDROIDOS_HIDDENADS Information Stealer
ANDROIDOS_IOP Exploit
ANDROIDOS_EXPLOIT Exploit
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Top Android Malware* (Japan)

Malware Malware
Family Category
ANDROIDOS_DROPPER Downloader
ANDROIDOS_ZTORG Bot
e
ANDROIDOS_SIMPLELOCK Ransomware
ANDROIDOS_GDOWNLOADER Downloader
ANDROIDOS_PERMAD Downloader
ANDROIDOS_SMFORW Spyware
ANDROIDOS_FAKEAPP Downloader
ANDROIDOS_EXPLOIT Exploit
ANDROIDOS_SLOCKER Ransomware

* based on 2016 detections and feedback from Trend Micro Mobile Application Reputation Service,
Mobile Security for Enterprise, and Smart Protection Network™.
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